APPENDI X E

PHYSI CAL _SECURI TY STANDARDS FOR
SENSI TI VE CONVENTI ONAL  AMMUNI T1 ON_AND
EXPLOSI VES DURI NG PRODUCTI ON_AND
MANUFACTURI NG OPERATI ONS AT
GOVERNMENT FACI LI TI ES

A CENERAL | NFORNVATI ON

This Appendi x presents the
m ni mum physi cal security policies,
procedures, and considerations for
the Single Manager for Conventional
Ammuni tion (SMCA) and the MIlitary
Services in accordance with DoD
Directive 5160.65-M (reference (ah)).
Binary chemcal amunition itens are
i ncl uded; unitary toxic chem cal
ammunition itens are excluded from
t hese requirenents.

1.  The general requirenents,
standards, and criteria for the
physi cal security of single-mnaged

conventional ammunition and
expl osi ves (A&E), as presented in
this Mnual, apply.

2. Physical security
requi rements that may vary because of
safety and operational necessities
peculiar to A&E production and
manuf acturing operations are
presented in this Appendi x.

B. PHYSI CAL SECURI TY

Physi cal security policies and
procedures are designed for 0Oaxinmm
uniformty and standardization. They
are adaptable to the special needs of
the individual MIlitary Services.

1. Physi cal security Policy.
Sensitive amunition and expl osives
shall be identified in progressive
categories of sensitivity. Each
category shall be associated with a
correspondi ng progression of mninum
standards for physical security.
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a. In-depth security shal
be attained by applying the physical
security standards in this Mnual,
and as nodified by this Appendix for
production and manufacturing
operations. Security will be further
enhanced by | ocal prograns for
education, enforcenent, and efficient
use of resources.

b. Physical security
measures shall conplenent both

production and safety concerns.

2. Responsi bilities for
Physi cal Security. Production and

manufacturing facilities under the
managenment and control of the SMmcA
shall carry out the policies and
procedures in this Appendix.

Devi ations from these instructions
must be approved by conmmanders of
maj or conmmands or their equivalents
with command jurisdiction over
production facilities in accordance
with procedures established in this
Manual .

3.
Procedur es.

Physical Security

a. Sensitive amunition,
expl osives, and nmetal parts shall be
i dentified and protected according to
their sensitivity categories as
described in Appendi x A

(1) Amunition itens
are rated by sensitivity category
based on relative degrees of utility,
casualty and or damage effect,
adaptability and portability.
process is discussed in detail
Appendi x A of this Mnual.

(2) Explosives are
rated by sensitivity category based
on the sane considerations as for
ammuni tion itens

(3) Metal parts are
rated by sensitivity category based
on their critical relationship to end
i tem production needs. Security
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requirements for nmetal parts are
di scussed in DoD 5160.65-M Chapter
12 (reference (ah)).

(4) Different degrees
of sensitivity may apply to
ammuni tion and expl osives during
vari ous stages of manufacture.
Commanders shal | pay speci al
attention to the safeguarding of
i nventory itens Dby judiciously
| mpl enenting and nonitoring physical

security neasures. This shall
i ncl ude analysis of |oss rates
t hrough inventories, reports of

surveys, and crimnal incident
reports, to establish whether
repetitive losses indicate crimnal
or negligent activity.

b. Wen in an in-process
envi ronment, ammunition and
expl osives shall be safeguarded
according to the standards outlined
in Table E-1.

4, Equi val ent Standards. |If
total conpliance with the m ninmm
physi cal security standards described

in Table E-1 cannot be achieved,

equi val ent protection nust be

provi ded. Such instances of
nonconpliance wll be docunented by
physi cal security waivers or
exceptions issued in accordance with
this Mnual .

5. Accountability. Control of
sensitive A&E shall conformto
normal |y prescribed accountability
procedures and inventory
requi rements. Installation
commanders shall set up
accountability policies based upon
| ocal conditions. These
consi derations include threat,
vulnerability to sabotage, pilferage,
and crine rates, structural features,
perimeter barriers, item sensitivity,
access controls, and other locally
uni que factors.
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6. Rev and Lock Control for

Sensitive |tens.

a. Witten key and |ock
procedures nmust be published. The

procedures in this Mnual apply and

shal | provide for the follow ng:

(1) Appointnent of a
key control officer.

(2) Issue Controls.

(3) Anapproved netal
key container with a built-in three-

way conbi nation |ock or equival ent

| ocki ng device that provides
resistance to forced entrysimlar to
that required for the protected
material .

(4) Limting renoval
of the keys fromthe installation.

(5) Prohibition of

mast er keyi ng

b. Conmbination |ock

control procedures equivalent to
those prescribed in DoD 5200.1-R

1. Posting Of signs.

a. Along installation
boundaries that are not restricted
areas, GSA-approved “No Trespassing”
signs shall be posted at intervals
deened appropriate to the commander,
based upon |ocal threat
considerations. Restricted area
perimeter boundaries shall be posted
| n conspi cuous and appropriate places
to clearly identify the restricted
area. This includes signs posted at
each entrance or |ogical approach to
the area, and on perineter fences or
boundaries of the area that nay
reasonably be approached by foot or

vehicular traffic.
b. Interior security
areas, such as those bordering

restricted areas, shall have the
followng (or simlar) sign posted at



points of entry: WARNING - AUTHORI ZED
PERSONNEL ONLY .

8. IDS. The installation of
| DS can be a valuable addition to the
overal | security system by providing
continuous nonitoring in areas with
sensitive security interests. The
use of IDS conplenments structure
features and standards and reduces
the cost incurred by having extra
guards to conduct patrols. IDS shal
be used for finished AsE | ocated at
production facilities when required
by this Manual. Wen IDS is in use,
the frequency of patrol coverage nay
be nodified in keeping with the
standards established in this Mnual.

However, an adequate force of
security personnel nust be available
at all times to respond within 15

mnutes to al arns.

9. Assistance Agreenents.
Managenent shall obtain assistance
agreenments with all local |aw
enf orcenent agencies, if practicable.

10. Waivers and Excepti ons.
I nstallation conmanders are all owed
deviation from the physical security
construction standards in this Mnual
for existing facilities only.
Addi tional Iy, physical security
wai vers and exceptions may be granted
by major conmands or their equivalent
i n accordance with procedures
established by the DoD Conponents
under the follow ng provisions:

a. Waivers and exceptions
shal | be considered on an individual
basis; blanket waivers and exceptions
are not authorized. Mlitary Service
approval authorities are:

(1) Arny - U S Arny

Mat eri el Command.

(2) Navy - Naval Sea

Systenms Command.

(3) Air Force - (Qgden
Air Logistics Center.
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(4) Marine Corps -
Headquarters Material Division.

b. Waivers are granted for
a period of 1 year and may be
extended only after a review of the
circunstances necessitating the
extension. Extensions shall be
i dentified specifically as first
extension, second extension, and so
on. \Waivers apply only to those
itens for which corrective action is
pl anned by the Mlitary Service
within the normal (5-year) funding
cycle fromthe tinme of the original
wai ver .

c. Exceptions shall be
granted only when correction ofa
deficiency is not feasible and when
the security afforded by alternative
procedures is equivalent to or better
than that afforded under the standard
criteria.

d. Requests for waivers
shal | describe compensatory measures
ineffect or recommended. Approvals

of wai vers and exceptions shall
specify required conpensatory
measures.

e. Deficiencies that wll
be corrected within 90 days do not
require a waiver or exception;
however, conpensatory neasures shal
be taken during the interval, and
installation commanders must approve
the concepts or procedures in
wWriting.

f. The content, at a
mninum for waiver and exception
requests is as foll ows:

(1) The requirenent
to be waived orexcepted.

(2) The reason the

standard cannot be net.

(3) The i npact,
shoul d the request not be approved.



(4) Conpensat ory
measures being taken (if applicable)

(5) Listing of
current waivers and exceptions.

(6) Any additional
information or justification deened
appropriate by the requesting
comander . In the case of waivers,
detailed information concerning the
upgrade project designed to correct
wal ved deficits will be provided.

C. CATORGORIZING SENSTIVE
AVMUNI T1 ON AND EXPLOSI VES SECURITY
Rl SKS

These instructions inplenment
those provisions in this Mnual
(Appendix A) that relate to the
Mlitary Services®coordination and
uni form application of sensitive
ammuni tion and expl osives codi ng.

1. Mlitary Service-Designated
Activities designated by the Mlitary
Services for sensitive amunition and
expl osives risk categorization are:

a. Ay .

(1) For all Arny
si ngl e-managed ammuni tion and
expl osives: AMCCOM, ATTN: AMSMC-TMP-
P, Rock Island, IL. 61299-6000

(2) For guided
m ssiles and | arge rockets: MICOM,
ATTN. AaMSMI-LC-MM-DT, Redst one
Arsenal , AL. 35898-5385

b. Navy. Naval Sea
Systens Conmand, SEA-653B,
Washi ngton, bc 20632-5101

c. Ar Force. Qgden Ar
Logistics Center, MMWrRE, H Il Air
Force Base, UT. 84056

d. Mrine Corps. Marine
Corps System Conmand, Code am
Washi ngt on, DC 20380- 0001
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2. Categorizing Sensitive A&E
Security Risks.

a. Ceneral Information

(1) The security risk
category code for aA&E is assigned | AW

procedures in this Mnual (AppendiXx
A . This is acconplished by using a
decision logic table (pLT) that
results in a given item amssing a
nunerical val ue. Based upon this
eval uation, the physical security
risk category code is determ ned.

(2) The assi gnnent of
a security risk category code to
ammuni tion and expl osives is
specifically designed to afford the
iten(s) an identified |evel of
protection for storage,
transportation, and accountability
purposes. This level of protection
Is the direct result of an eval uation
of variables related to the itens
utility, casualty and or damage
effect, adaptability, and
portability. Potential use by
crimnal elenments or terrorist
organi zations is of primary
consi derati on when determ ning
nunerical values in the DLT presented
in this Manual (Appendix A).

(3) The item nmanager
I's responsible for determning the
sensitivity category of an item and
properly coding automated files.
Q her agencies who do not concur in
the sensitivity categories of an item
shoul d contact the managi ng agency
for resolution.

(4) To ensure uniform
sensitive itemidentification and
codification, the DoD Conponents
shal | incorporate assigned security
risk category codes into their
respective catal oging policies and
procedures. Additionally, the coding
shal | be a part of the Federal
Cat al ogi ng System

(5) The DoD
Conponents shall review and update
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AsE security risk codes periodically
and add new codifications through use
of routine catalog data changes.
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MINIMUM SECURI TY STANDARDS FOR SENSI TI VE ANMUNI TI ON AND EXPLOSI VES DURI NG

SUBJECT

Structure
Security

PRODUCTI ON - AND NMANUFACTURI NG OPERATI ONS

CATEGORY

aAll

TABLE E-1

REQUI REMENT

Al buildings used in the production
process shall be within a designated and
posted restricted area and, during
nonoper ational hours, all primry entrance
and energency doors shall be secured wth
Servi ce-approved padl ocks neeting
Commercial Item Description (CID) A-A
1927, mlitary specification MIL-P-13802,
or |ocking hardware providing equival ent
resistance to forced entry. All ot her
doors may be secured fromthe inside wth
bars or dead bolt |ocking devices.

W ndows, glass door panels, and simlar
man passabl e openings less than 12 feet
fromthe ground level shall be protected
W th security screening equivalent to 9-
gauge chain link material when the
production area is not separately fenced
wth FE-5 or equivalent chain |ink
fencing. Service magazi nes nust neet the
construction requirements described in
Chapter 5 of this Minual, secured with

hi gh security padl ocks and hasps that neet
the requirements of this Minual.
Frequent|ly used service nagazines |ocated
| nsi de separately fenced production areas
shal | be secured wth approved padl ocks
during operating hours. Scrap cages shall
al so be secured wth approved padl ocks.
(The above requirenents are not mandatory
when sensitive items are under const ant
surveillance during operating hours and
are renoved to proper storage during
nonoperating hours. )Installation of IDS is
optional on production buildings or
servi ce magazi nes unless used for
unattended storage of Categories | and 11
| terns, Vans and rail cars containing
sensitive itens shall be secured with s-
gauge wire twsts and controlled wth
serial nunbered seals.
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SUBJECT CATEGORY

Access Controls All

Security Patrols I, 1
(Qperating Buildings)

I1I,IV
Security Patrols
Protective
Li ghting 1,11
111,1V
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REQUI REMENT

Badges or pass systems shall be used and
adm ni stered through security or
operations personnel. Packages and
vehicle control (to include inspections)
shal | be established.

Qperating hours - none.

Nonoperating hours - 24-hour intervals
when protected by IDS. Category | and |
items shall not be left unattended. \Wen
these itens are not in proper storage

and protected by IDS, they will remain
under constant surveillance.

Qperating hours - none.

Nonoperating hours - none required when
protected by IDS. At |east one patrol
every 24-hours if IDS is not present.
Patrols shall be nore frequent if |ocal
vul nerability and threats assessnents
warrant increased security.

See Chapter 5 of this Minual. (Service
Magazi ne)

Required for production building prinmary
and emergency entrances; all Service
magazi nes.

Qpti onal .
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